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But first, housekeeping…
• Please note: today’s session is being recorded

• Slides and recording will be available on DiMe’s webinar 
page after the session

• To ask a question for discussion during live Q&A, please either:
• ‘Raise your hand’ in the Reactions and the moderator will 

unmute you to ask your question live, or
• Type your question into the chat box
•

*** Participants are not permitted to transcribe this webinar, violators will be removed 
from the session.
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The Deadly State of Surveillance Capitalism in Healthcare



The Problem

HIPAA Covered Entity Patient Population
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Patient 
Co-Author

Andrea Downing
12

BRCA
Advocate

Security
Researcher

History & Physical Exam Findings
▪ Female
▪ Symptoms:  Protective of BRCA Community 
▪ Prophylactic Surgeries 2013-2019
▪ History:

▪ Spokesperson for AMP v. Myriad in 2013
▪ Launched FTC Complaint in 2019 on Facebook Group 

Privacy

Testing & Diagnostics
▪ BRCA1 Positive

Clinical Course
▪ Seekng digital rights & governance on the internet 

for BRCA and other patient communities



MISSION:   To represent collective rights, interests, and voices of 
patient communities in healthcare technology.



How We Got Here: 
Cross Site Tracking Research



https://jamanetwork.com/journals/jama/article-abstract/2736435


Off Facebook Tracking: Sample Data



Genetic Testing Site Example





18-Jan-22 Arixiv pre-pub:  Health Advertising on Facebook: Privacy & Policy Considerations

06-Feb-22 Wired story:   Health Sites Let Ads Track Visitors Without Telling Them 

16-Jun-22 *Markup story:   Facebook Is Receiving Sensitive Medical Information from Hospital Websites

*Methodology and data shared with markup at time of preprint and Wired Story

15-Aug-22 Cell press (patterns) story:  Health advertising on Facebook: Privacy and Policy Considerations

15-Aug-22 Forbes story:  Digital Medical Companies Funnel Patient Data To Facebook For Advertising

20-Oct-22 Aurora Health Discloses Data Breach:  Advocate Aurora says 3M patients' health data possibly exposed through tracking technologies

04-Nov-22 First Class action suit:  Advocate Aurora, WakeMed get served with class action over Meta's alleged patient data mining

09-Nov-22 Federal wire-tapping case mentions: Federal Wiretap Cases Target hospitals Using Meta Pixel 

19-Sep-22 Senate scrutiny of Meta begins:  Meta faces mounting questions from Congress on health data privacy as hospitals remove Facebook tracker

01-Dec-22
HHS OCR Guidance:   HHS Office for Civil Rights Issues Bulletin on Requirements under HIPAA for Online Tracking 
Technologies to Protect the Privacy and Security of Health Information 

16-Nov-22 Indiana Community Health Network Discloses Data Breach: 5M Are Affected by This Breach and 2 Similar Incidents

31-Oct-22 ECRI issues safety alert to 5000 hospitals:  Third-Party Web Analytic Tools Installed on Provider Websites May Expose Patient Data [ECRI 
Exclusive User Experience Network]

Timeline…

https://arxiv.org/abs/2201.07263
https://www.wired.com/story/health-site-ad-tracking/
https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-websites
https://www.sciencedirect.com/science/article/pii/S2666389922001726
https://www.forbes.com/sites/alexandralevine/2022/08/15/digital-medical-companies-funnel-patient-data-to-facebook-for-advertising/?sh=33f49534848b
https://www.fiercehealthcare.com/health-tech/advocate-aurora-health-data-breach-revealed-pixels-protected-health-information-3
https://www.fiercehealthcare.com/health-tech/report-third-top-hospitals-websites-collecting-patient-data-facebook
https://www.jdsupra.com/legalnews/new-wiretap-cases-target-hospitals-3224473/
https://www.statnews.com/2022/09/19/facebook-meta-pixel-congress-health-data/
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/about/news/2022/12/01/hhs-office-for-civil-rights-issues-bulletin-on-requirements-under-hipaa-for-online-tracking-technologies.html
https://www.hhs.gov/about/news/2022/12/01/hhs-office-for-civil-rights-issues-bulletin-on-requirements-under-hipaa-for-online-tracking-technologies.html
https://www.bankinfosecurity.com/community-health-network-breach-a-20569
https://www.ecri.org/
https://medcitynews.com/2022/11/hospitals-should-be-wary-of-using-meta-pixel-other-third-party-analytics-tools/
https://medcitynews.com/2022/11/hospitals-should-be-wary-of-using-meta-pixel-other-third-party-analytics-tools/


OCR Breach Notifications

Name of Covered Entity State Covered Entity Type Individuals Affected

Breach

Submission Date Type of Breach

Cerebral, Inc (Notice) DE Business Associate 3179835 03/01/2023

Unauthorized 

Access/Disclosure

Community Health Network, Inc. as an 

Affiliated Covered Entity (Notice) IN Healthcare Provider 1500000 11/18/2022

Unauthorized 

Access/Disclosure

Novant Health Inc. on behalf of Novant 

Health ACE & as contractor for NMG 

Services Inc. (Notice) NC Business Associate 1362296 08/14/2022

Unauthorized 

Access/Disclosure

WakeMed Health and Hospitals (Notice) NC Healthcare Provider 495808 10/14/2022

Unauthorized 

Access/Disclosure

UCLA Health (Notice) CA Healthcare Provider 94000 01/12/2023

Unauthorized 

Access/Disclosure

Louisiana Department of Public Safety 

and Corrections (News Story) LA Healthcare Provider 85466 10/31/2022

Unauthorized 

Access/Disclosure

Total as of Today 61,351,232

https://cerebral.com/static/hippa_privacy_breach-4000c6eb21449c2ecd8bd13706750cc2.pdf
https://www.ecommunity.com/notice-third-party-tracking-technology-data-breach
https://www.novanthealth.org/home/about-us/newsroom/press-releases/newsid33987/2672/novant-health-notifies-patients-of-potential-data-privacy-incident-.aspx
https://www.wakemed.org/about-us/news-and-media/wakemed-news-releases/wakemed-notifies-patients-of-potential-data-privacy-incident
https://www.uclahealth.org/data-notice
https://www.healthcaredive.com/news/louisiana-systems-lawsuit-allegedly-sharing-patient-data/642930/




…As of February 2023



Patient groups are aware, concerned & expect protection



HHS Bulletin 

Use of Online Tracking Technologies by HIPAA Covered Entities 
and Business Associates (Dec, 2022)
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


HHS Scope

Tracking on user-authenticated webpages
 

●  E.g. Patient portals

Tracking on unauthenticated webpages

● Portal login or registration pages, “webpages that addresses specific symptoms or health conditions, such as 
pregnancy or miscarriage, or that permits individuals to search for doctors or schedule appointments”

● + collects an identifier  (email address or IP address)

Tracking within mobile apps

● “Mobile apps that regulated entities offer to individuals”



HIPAA compliance obligations

BAAs

● “all tracking technology vendors have signed a BAA and that there is an applicable permission prior to a 
disclosure of PHI”

● “only the minimum necessary PHI to achieve the intended purpose is disclosed”

No Small Print Waivers of Privacy Rule

● No hiding acceptance in “Privacy policy, notice, or terms and conditions of use”
● No acceptance in “Website banners that ask users to accept or reject a website’s use of tracking technologies, 

such as cookies”

No post-collection de-identification



FTC Enforcement for Non-Covered Entities

Complying with the Health 
Breach Notification Rule

First Enforcement Actions As of 
2023:

GoodRx
BetterHelp

https://www.ftc.gov/business-guidance/resources/complying-ftcs-health-breach-notification-rule-0
https://www.ftc.gov/business-guidance/resources/complying-ftcs-health-breach-notification-rule-0


Where do we go 
from here?



Perakslis, E.D., Ranney, M.L. & 
Goldsack, J.C. Characterizing cyber 
harms from digital health. Nat Med 
(2023). 
https://doi.org/10.1038/s41591-022-
02167-6



Examples of Cyber Harms



Credit: Claire Wardle & Hossein 
Derakshan, 2017



Healthcare privacy beyond compliance (The Patient Perspective).

Effects of a health information disclosure:
● Can be permanent (cannot be discarded and exchanged like a credit card number)
● Targeting (ads) or discrimination based on medical condition
● Violation of right to privacy

What power does an impacted patient have to recover from an disclosure?
● A small check from a class action lawsuit
● Another free year of identity monitoring service
● Difficult or impossible to remove

Healthcare data mining from third party analytic tools on your web applications is 100% 
preventable.
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Scan the code & learn more about our webinar 
series and to register for our next event! 

The DiMe webinar series hosts leading experts 
from across a variety of disciplines to discuss 

critical topics on digital medicine with our 
community.

Join us for an upcoming DiME Webinar
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THANK YOU


